Installation[ eV [

Personal Security Mouse with Biometric Fingerprint and Nano Technology

GMEFP1W6






Thank you for purchasing this IOGEAR Personal Security Mouse that allows you to secure your computer
and sensitive files with the touch of a finger. In addition to using your own fingerprint to gain access to the
computer, our Personal Security software can use advanced encryption to prevent intruders from reading
your sensitive data even if your computer is lost or stolen. In addition, all your favorite website accounts can
be stored in an encrypted database and automatically filed in when you visit the site. Al this without taking
any more desk or bag space than a normal mouse.

We hope that you will enjoy using your Personal Security Mouse and find it to be a useful solution.
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Package Contents

This package contains:

e 1 USB Personal Security Mouse
e 1 User manual

e 1 Installation CD

e 1 Warranty/registration card

* If any items are damaged or missing, please contact your dealer.



* Allows the security of long passwords without ever having to type one
e Keeps track of all your favorite internet accounts for you

e Secures sensitive files even if the user is already logged on

e Comfortable, compact, and accurate optical mouse design



e An available USB port

e CD or DVD drive

e Windows 2000 or XP

¢ A working internet connection (for one-time activation only)



Introduction

Most security measures make your computing experience more complicated and inconvenient. Your IOGEAR
Personal Security Mouse can provide you with extra security and actually make your life easier at the same
time. Gain access to your computer, or specific files, or an online account all with the swipe of one finger. All
your long, secure passwords are now safe and secure without needing any extra brain cells.

However, before you begin using your Personal Security Mouse, keep a few things in mind. The password
you use to log into Windows normally can always be used in place of your fingerprint. This means if your
mouse is broken or malfunctions you can continue using your computer normally, but it also means you must
still have one strong password memorized in case of emergency. Make sure each user account you are
securing has a valid password before installing.

Also remember that any files you encrypt are not portable. If you take a protected file off your computer you
will not be able to decrypt it, so make sure any backup solutions protect your entire installation of Windows
or store unprotected copies of your files. The Personal Security software is designed to secure your sensitive
data only while it is on your own computer.



Driver Installation (Windows XP)

1. Insert the USB plug on your Personal Security
Mouse into an available USB port on the
computer. A window will appear with the
Found New Hardware Wizard. If asked
whether to connect to Windows Update to find
drivers, choose No, not this time and click the
Next button to continue. In some cases this
question will be skipped and the wizard will
start with the next screen.

Found New Hardware Wizard

welcome to the Found New

Hardware Wizard

Windows will search for current and updated software by
Iooking on your computer, on the hardware installation COL of o
the Windows Update Wb site with your permissior]

Fiead our piivecy policy

Can windows connect ta Windaws Update to search far
software?

(O es. this time only
() 'Yes, now and gvery fime | connect a device
@i, it this fime

Click Next to continue.

[




2. When you see the following screen, simply
insert the driver CD and the drivers will be
found automatically.

Found New Hardware Wizard

This wizard helps you install soltware for.

USE Deviee

(%), If your hardwars came with an installation CD
&2 or'floppy disk, insert it now.

Wéhat do you want the wizard to do?

(@) Install the software automaticaly (Recommended)
O Instal from a lst or specific location [Advanced)

Click Next to continue.




. - . rdware Installation
not passed the Windows Logo certification
process. Click Continue Anyway to proceed

s . The software you are installing for this hardware:
with installation. ﬁ

|IDGEAR Persanal Security Mouse

has not passed Windows Logo testing to verify its compatibility

with Windows XP. [Tell me why this testing is important.)

Continuing your i ion of this sof may impair
or d bilize the comrect ion of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

CuntmueAn{say L STOP Installation J
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4. Driver installation for your mouse should now be
complete. Click Finish to close the wizard.

Found New Hardware Wizard

Completing the Found New
Hardware Wizard
The wizard has finished instaling the software for

? IDGEAR Parsanal Security Mouse

Click Finish to close the wizard.

< Bark Cancel




Driver Installation (Windows 2000)

[Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

1. Insert the USB plug on your Personal Security
Mouse into an available USB port on the
computer. A window will appear with the
Found New Hardware Wizard. Click Next to
continue.

This wizard helps you install a device diiver for a
hardnare device.

To continue, click Next

< Back I Mext > I Cancel




2. Leave the first option selected and click Next Found New Hardware Wizard

to let Windows choose the type of driver that Install Hardware Device Drivers
P A de di ft that enable hard o L ke with
is installed. B s v 3 vt o an o sl e v o

This wizard will complete the installation for this deviee:

@ LISE Device

A device diiver is a software program that makes a hardware device work. \windows
needs diiver files for your new device. To locate diver files and complete I
instalation click Nes.

What do you wan the wizard to do?
% Search for a suitble criver for my device (1ecommended)

" Display alist of the known diivers for this device so that | can choose a specific
driver

< Back I Mext » I Cancel
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3. On the next screen make sure CD-ROM drives [y
is selected, then click Next to begin the search. Locate Driver Files

“where do you want Windows bo search for driver files?

rd

Search for driver files for the following hardware device:

@ UISE Device

The wizard searches for suitable drivers in its diver database on your computer and in
any of the following optional search locations that you specify.

Tostart the search. click Next If you are searching on a floppy disk or CD-ROM diive,
insert the floppy disk or CD before cicking Next.
Oplional seaich locafions:

I Flappy disk drives

¥ CO-ROM drives

™ Specify alocation

I™ Microsoft Windows Update

< Back I Mext > I Cancel
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4. The wizard will find a suitable driver on the CD ]

and confirm that it is the one you want. Click Diiver Files Search Results
NeXt tO Con‘[inue The wizard has finished searching for diver files for your hardware device.

The wizard found a driver for the: following device:

@ UISE Device

“w/indows found a driver for this device. To instal the driver \windows found, click Next.

s
@ d\diiver\finger835.inf

< Back I Mext > I Cancel
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5. When installation is complete, click Finish to [Found New Hardware Wi

close the wizard. Completing the Found New

Hardware Wizard
\> I0GEAR Personal Secuity Mouse

“indows has finished installng the software for this device.

To close this wizard, click Finish.

< Back I Finish I Caroe|




Software Installation

1. Open the My Computer window and then the I0GEAR Personal Security Software - Installation Wizard
D: drive (or whatever letter represents your
CD-ROM drive). Run the setup.exe file from the
CD. The install wizard for the Personal Security
Software will appear. Click Next to continue.

The Installation Wizard will nowr install I0GEAR
Personal Security Software on this PC. To
continue, click Mext,

18



2. You must read and agree to the software

license to continue installation. Click Next
when you have done this.

IOGEAR Personal Security Software - Installation Wizard

License Agreement

Please read the following license agreement carefully.

GMEFP1WE Personal Security Mouse

WARNING
Keep your passwaord in a safs place

If you lose your Persanal Security Mouse and your password, you will not be
able to access your computer and your data on the encrypted memary on
your computer. If you refarmat your computer and all data on the encrypted
memary space oh your computer will be lost. |OGEAR is not responsible for
any data lost or lock up of the computer system

@ 1 gocept the terms n the license agresment

@ 1do not accept the terms in the license agreement

e ) G o )

19




3. Choose a folder to install the software into,
or click Next to accept the standard location.
When the software has finished installing it will
immediately begin the user setup process (see
the next section of the manual).

Install to :

C:\Program Files\PersonalSecurity =

C ) G (oo )

20



1. You will need to perform the following steps
once for each user account on the computer
that you would like to secure using a fingerprint.
Setup will begin automatically for the user that
installs the software, but all other users can set
up their account by clicking on the Personal
Security menu icon by the clock in the taskbar.

21



2. The first step in securing an account is to
enter the account password into the Personal
Security software. This password must match
the one you normally use to log into Windows.
If you do not wish to use your fingerprint to
log into your computer uncheck the checkbox
for Use as Windows Login. Click OK when
finished.

Windows Login Setting

Hint:

User nare

|User

Passward

Daomain:

|MYCOMPUTER

Use ag Windows Login ( ok

) (

Cancel

22




3. Next you must store at least one of your
fingerprints in the software. Click on the finger
you wish to scan and click Next.

Fingerprint Registration
You may register or delete stored fingerprints here

23



4. You will be prompted to swipe your finger
across the sensor at least three times to get a
good reading. Use a smooth, even movement
and draw the finger or thumb back towards
yourself while applying steady pressure to the

sensor. Each swipe should take around a full n
second or more to complete. When three | \
valid readings have been collected you will be y
returned to the fingerprint registration screen. =

" FrEs ¥

rm 4 é Please swine your fingerl

Fingerprint Registration

24



5. Fingers with a green highlight have fingerprint
data stored. Click another finger and Next to
scan it as well. This can be very useful if your
preferred finger becomes unreadable due to
a cut or bandage. If you would like to delete
data for a finger, simply click on it and choose
Delete this finger. Note that you must leave at
least one print per user. Click Finish when you
are finished storing fingerprints.

Fingerprint Registration

You may register or delete stored fingerprints he?%\
o,

Co )

25




6.

If this is the first time you have run the user
setup after installation, you will be prompted to
restart your computer now. Click Yes to restart
and activate the changes to the login software
or click No if you would rather wait.

Fingerprint Registration

You may register or delete stored ﬂngerpnm;ﬁé?\
e,

Y

Information

Windows Login changes require a restart ko take effect.
Do you want ta restark now?

26




7. After your next restart, you will pe prompted to
enter the serial code from the sticker on the

bottom of the mouse. Make sure that you e i ale Samare

include hyphens and capital letters as needed. This software is currently in evaluation mode. Please

Click Activate to register your software find your productj's serial number and enter it below to

automatically (an internet connection is activate this software. If you do not complete activation,
. . - this software will stop working when the trial period has

required to complete this activation). axpirerd

Flease input product serial code below. Then click
"Activate” fo start

Product serial code

[ABCD-1234EFGH

Activate Cancel

27



Windows Logon

1.

If you choose to use the Windows Logon
feature of the Personal Security mouse, you T
will see a screen like this one when first starting —
your computer. If you do not see this screen, A:i WindowsLogon
make sure your Personal Security mouse is
plugged in or press control-alt-delete to log
in normally using a password instead of a
fingerprint.

Ple/@ Fingerprint Identification

28



2. Normally you will simply swipe your finger
across the mouse when you are presented with
the Windows Logon screen. If that fingerprint /G i
has been registered in the Personal Security B WindowsLogon
software, you will automaticaly log into the e
user account it is registered for. You do not
need to choose a user first, nor do you need to
specify which finger you are scanning.

Plea @ Fingerprint

(Password>> ) [ cancel

29



3. If you are having trouble scanning your
fingerprint or have not yet set up a fingerprint
for a user account, you can always log into an
account manually by pressing Cancel, then 1
typing in the name and password for the ey Windowsl_ogon
appropriate user. "N

User name: User
Password: g
Domain: MYCOMPUTER (Local PC) -

oK hH Cancel | [ Shutdown

30



Internet Explorer AutoLogin

1. Your Personal Security software can
remember login information for all of your
favorite websites. To set up this feature for a
website, simply type the account information
into the web page normally but do not sign
in yet.

rful spam filkers and

uge 1 GB inbox and the

que emoticons,

31

Sign in to Hotmail

E-mail address: | jcdenton@hotmail. com

Password:
Forgot your passward?

O Save my e-mail address and passward
@ save my e-mal address
© tlways ask for my e-mail address and password

‘Sian in wsing enhanced securiky.

47 windows Live ID



2. Next click the icon for the Personal Security
software icon by the clock on your taskbar.

32



3. You will be prompted to identify yourself using @ Fingerprint Identification
one of the stored fingerprints for this user.
Swipe the appropriate finger across the sensor

W4

( Password>» ) [ Concel ]

E Fingerprint Identification

( Password »>» ] ( Cancel ]

33



4. From the IE AutoLogin menu, choose the @m
option to Save ID and Password. This willadd ™™ | & ausogn pastass anaer S

the account information to an encrypted 5Binbox andthe @ EAutoLogin

database for future use on this website. On

your next visit to the site, you will be

immediately prompted to scan your finger.

When you do so, the login information will be

typed in for you automatically.

oticons,

g 0®0

MYCOMPUTER Az

IE AutoLogin »

SecureDisk 4

©
e
@ o >
®
%

Help & Reference »

34



1. Your Personal Security software includes a
virtual disk that is not accessible without your
fingerprint or password. The contents are
encrypted on the fly, so you can access the
contents with any program as if it were a
normal disk once you unlock it. As with all
features of your Personal Security mouse, start
by clicking the icon in the tray area by
the clock.

35



2. You will be prompted to identify yourself using @ Fingerprint Identification
one of the stored fingerprints for this user.
Swipe the appropriate finger across the sensor

on the mouse to gain access to the main menu, f
or click Password to gain access by entering
your account information manually.

( Password>> ) [ Concel ]

E Fingerprint Identification

( Password »> ] ( Cancel ]

36



3. When the menu opens, point to the SecureDisk

option and select Unlock Drive. MYCOMPUTER Eﬁ
IE AutolLogin »
SecureDisk [ 2
User Settings »
Help & Reference »
Exit b
% @ v

37



4. Your secure disk is now available under the = =
drive letter P: by default. You can open or save 5 e, w
files to this drive as if it were a floppy disk, zip raeme e

disk, or thumb drive. _
@ Local Disk. (C:1)

Devices with Removable Storage

2 31 Floppy (4:) @ GMEFPLWS (D:)

38



5. When you are done using the secure disk,

T IT W

you may lock it to ensure no one can view or = AT TTTET "
modify the contents. To do so, simply open
the Personal Security software, point to the @ IE AutoLogin S
SecureDisk option and select Lock Drive. =
@ SecureDisk | 4
=/d
@ User Settings | 2
=
Help & Ref
@ elp & Reference | d
@ Exit | d
=
%)@ zotem

39



File and Folder Encryption

1.

If moving files into the secure disk is not
convenient, you may encrypt them directly

using a right-click. With the Personal Security —
software installed, any file or folder in Windows ~ 5 2006 Brisfing
will have an option to encrypt it in place. You

will need to validate each encrypt/decrypt

action by swiping your fingerprint normally.

Open
Open With. ..

Send To

Cut
Copy

Create Shorkout
Delete
Rename

40



2. When a file has been encrypted you can see a
red padlock stamped onto the normal file icon. ~ Felders | [i3]-
It will no longer be readable if copied off your
computer, and even someone who is logged ] — v -
onto your computer cannot open the file ﬁ @ = -]
without your fingerprint. MyFictures 2006 Brisfing  Markst Salesby  Specs-
update.doc region

41



3. Normally you can open and decrypt a file at the

same time by simply double-clicking on it. - —
However, if you wish to decrypt a file without % % %
opening it, there is an option to do so by 2006 Eriefing Specs -final TR o

right-clicking the file again. A she

Send To

Cut

Copy

Create Shorkout
Delete

Rename

Properties

42



4.

If you wish to encrypt an entire folder, you may
do so with a right-click as well. The folder icon
will have a red padlock to show that files inside
are protected.

43

. Onen,

Explors
Search. .
Refrash Thumbnai

Sharing and Security. .

e,

Send To 3
et

Mew Pickures



5. To decrypt individual files within a protected
folder, you can simply drag them outside the

folder. As usual, your fingerprint is required to
perform the operation.

europeZ.jpg BuUrope.jpg josiel.jpg

& AL I

L.

EUrope.jpg
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6.

If you would no longer like a folder and
everything inside to be encrypted, right-click
the folder itself and choose the Decrypt Folder
option. All contents will be restored to normal.

buctin

sks

er

2 ko the

s files

45

Blue hills Water llies

Open
Explore

search...

Refresh Thumbnai

Sharing and Security...

Send To 3

Cut
Copy

‘winker



IE AutoLogin Database Manager

1. You may change the behavior of the AutoLogin
feature using the Database Manager. As with
all features of your Personal Security mouse,
start by clicking the icon in the tray area by the
clock. Swipe your finger to access the main
menu.

46



2. Under the IE AutoLogin menu, choose the

AutoLogin Database Manager.

3! Save ID and Password

=
@ sionin
& sianin

47

HYCOMPUTER

IE AutoLogin »

SecureDisk 4

User Settings »

Help & Reference »

Exit

2@ vsiem



From here you can see the websites that are
currently set up for automatic login, along with
the account information stored for each site.
You can cancel the AutolLogin feature for a site
by selecting it from the list and clicking Delete.
You may also turn on automatic submitting
here. When this box is checked your account
information will not only be filled in
automatically, but also sent immediately
afterward.

. E Database setup

Il ]

Field Content
Title Sign In
lagin jederton@hotmail.corm
passwd i 4

i
I~ 1D & passward automatic submiting

P

48




Resize SecureDisk

R, |

1. By default the secure disk for each user can

hold up to 128 MB of data. If you would like to ST T, n
expand the disk simply bring up the Personal
Security software, and choose Resize from the IE AutoLogin S
SecureDisk menu.
Lodl: it SecureDisk | 4
User Settings | 4
Help & Reference »
Exit | 4
% B 123pm

49



2. You may change the size of the drive by
dragging the slider or by typing in an exact size
specified in megabytes. The space used by
the secure drive is taken from your C: drive and Current Size: 126 MB

SecureDisk ‘E‘

immediately unavailable for other purposes, so Useel Sl 12000008
pay attention to the available free space on your | Resize:
computer. Click Resize when you are ready to [ U VB
apply the changes. o R
200

1380 MB free

F-{esize @

50



3. All data on the secure drive will be preserved

during the resize process. Click OK once the

change is complete.
Current Size: 128 MB

Used Size: 12,000 KB
Resize:

SecureDisk

Resize completed {00:00:14).

200 [ |
1380 MB free

51



Adding or Deleting Fingerprint Data

1. Due to either preference or necessity, you may
wish to change which finger is used when
accessing your Personal Security software.
Start by clicking the icon in the tray area by
the clock.

52



2. You will be prompted to identify yourself using @ Fingerprint Identification
one of the stored fingerprints for this user.
Swipe the appropriate finger across the

sensor on the mouse to gain access to the f
main menu, or click Password to gain access
by entering your account information manually.

( Password>» ) [ Concel ]

E Fingerprint Identification

( Password »>» ] ( Cancel ]

53



3. The Fingerprint Registration option is in the
User Settings menu of your Personal Security
software.

MYCOMPUTER

@ IE AutoLogin »
=
@ SecureDisk 2
=
@ User Settings »
< Windaws Lagin setting =
4 Screen Saver Lock setting @ e e >
3. Quick Bar Auto Hiding Setting g

54



4. As before, click an unused finger and Next to
begin scan in fingerprint data for that finger, or
click a stored fingerprint (highlighted in green)
and choose Delete this finger to remove all
data for that finger. You must leave at least one
fingerprint per user. Click Finish when you are
finished storing fingerprints.

Fingerprint Registration

You may register or delete stored fingerprints he?%\
o,

Co )
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Changing Windows Login Settings

1. Your Personal Security software stores the
name and password for your Windows account

anq lets yog log into your Cqmputer with a T—
swipe of a finger. If you decide you would
rather log into the computer normally you can @ IE AutoLogin »
do so using the Windows Login setting option =
under User Settings. @ SecureDisk »
Fingerprint Registration @ Tor Gt >
3% Screen Saver Lock setting @ e e >
3. Quick Bar Auto Hiding Setting g
6 - v
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2. By unchecking the box marked Use as
Windows Login you will restore the normal
login procedure on your computer. This screen
may also be used to update the password
stored in the Personal Security software if the
password for your Windows account is
accidentally changed.

Windows Login Setting

Hint

User name

|User

Password:

Dorain:

[MYCOMPUTER

Use ag VWindows Login [

OK ] ( Cancel )
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Screen Saver / Lock Settings

1. By default your Personal Security software will
lock the computer whenever your screensaver

is activated, as well as when you press the T—
Pause/Break key on your keyboard. If you
would like to change these settings, open the @ IE AutoLogin »
Screen Saver Lock setting option under User =
Settings. @ SecureDisk »
=
Fingerprint Registration @ Tor Gt >
<1 Windows Login setting i
= @ Help & Reference b
3. Quick Bar Auto Hiding Setting g
& = b

58



2. Here you may change the hotkey used to lock | Sereen Saver Lock.

your computer and enable or disable automatic
locking when your screensaver activates.

Hot Key
Press Hot Key
@ Chrl
‘ " < Shift
O Al
Timeout

‘ Timeout set by Windows Screen Saver setting

59



Quick Bar Auto Hiding

1. By default the Personal Security software will
remain open until you select an option or click
the X'in the top right to close it. You can turn
on the Auto Hiding feature if you prefer that the
menu close itself when unused. The Quick Bar
Auto Hiding feature can be found under User
Settings.

MYCOMPUTER

@ IE AutoLogin »

=

@ SecureDisk 2
=

@ User Settings »

< Windaws Lagin setting =

4 Screen Saver Lock setting @ e e >
Quick Bar Auto Hi zting L

Exit

Fingerprint Registration

130PM
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2. Simply uncheck the box and choose the delay E,mm%h%.mﬁmm“ l
you prefer. If the mouse cursor leaves the - - |
menu for that number of seconds, the menu Please input auto hiding time :

will close itself.
¥ Mever hide Quick Bar

|1 ‘ Second

61



Contact

I0OGEAR, INC.
23 Hubble
Irvine, CA 92618

P 949.453.8782
F 949.453.8785

Visit us at: WWW.iogear.com

©2007 IOGEAR. All Rights Reserved. PKG-M0333

IOGEAR and the IOGEAR logo are trademarks or registered trademarks of IOGEAR, Inc. Microsoft and Windows are registered trademarks of
Microsoft Corporation. IBM is a registered trademark of International Business Machines, Inc. IOGEAR makes no warranty of any kind with regards to
the information presented in this document. All information furnished here is for informational purposes only and is subject to change without notice.
IOGEAR, Inc. assumes no responsibility for any inaccuracies or errors that may appear in this document.
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‘About,Us]
@ FUN

IOGEAR offers connectivity solutions that are innovative, fun, and stylish,
helping people enjoy daily life using our high technology products.

é GREEN
IOGEAR is an environmentally conscious company that emphasizes the
importance of conserving natural resources. The use of our technology
solutions helps reduce electronic waste.

‘ HEALTH

IOGEAR supports healthy and fit lifestyles. By integrating products with
the latest scientific developments, IOGEAR'’s solutions enhance the life of
end-users.

© 2007 IOGEAR, INC



